FEFEDH

X EHS:1007-1423(2020)14-0098-06

DOI:10. 3969/ j. issn. 1007-1423. 2020. 14. 021

EF Crash iR EFIABZER RS
BEL,BMFELERB’

(1. FINKRFHE LR, BEB 610065; 2. P E A RMIME 78156 FREA , 244 730030;
3. BB KEEFRX R 28, B R 210012)

WE:

Wi B SL BB X RIR AR B 34 TR EORA Y, A A T ROEM L, SRSt RAMS
PATHREA R ET Crash BIRFFF B SIERIT C-Rexo RN LB b X I KT B 304 RSN FHEH
RERFEA R SERUT TE OGRS REEE AR BRSSOt Bk S, mT# A
WHITHE ; QRFEFRFARBEARNBERABEAERSFHERRORRAF AL, B CTF EH K 10 3
FHIRBL BT, C-Rex HIREMIN A AUIRTRA A, IE B 207 B A ALt

X7
Mgz 2 —iHH; wiRAA; F54dT; Bk

0 3|IF

EREEE S HSEHINMERT . ZLRFE
KREEPITRENBLAEZ—, BRERFEHTR
FESHRRIZHE RR SRR KRS R
BES, EEk . BEEEMIR NSEISEALER
TRIZIB AN, B ER A T IRFIZIRA A shibk
¥ ATRASHHERERREMNARFHRE
#, EEMRRS TS AKBR S LMRNES
ERiHIT. MERRATEANBEENRES, GRN
ANFEREAR R LA R X IR PES K, b T
% 5T L 45 5% U R A AR R B, i — A R A IR TR A
R Bk FEBTEBEE.

5 i Ret, 5 B E B 35 S8 5511 X & (DARPA)
WG, BB E LA EARETEME
B, 3 F 2013 4F £ M 4% 48 R Bk 6 FE (Cyber Grand
Challenge, CGC)"'s &1t =FE MR FE, AT 2016
9 DEFCON CTF*rh 2830 T B Sh LT B U8 H i & 1k
ABUX G, R BLE B sh kBB 3t B sh bR R FI A 808
TR 5T AR,

IER B 30 F 245 E T 44 2 I EUE , e T
P ORAE AT BT E, 4 BT AR R R B 3

A E M (www.moderncomputer.cn) 2020.05 &

€ B RRBIBR AR BT EN A LTRY, %
HRIEEE R, GEERHEMRR S GELFSHITHE
A A AL RE 8 ik & /TR R T A BRBUZTTEHE B &
AR B AR it SMT St 29T & 4 R R B 4 i,
WA AR,

B 2008 4F D. Brumley B W2 i & T #b T LL 3T #Y
WA F A B 34 R 7B APEGYLLE , BF 3T B i 2E 42
i AEG® AXGEN® MAYHEM"4 5 £, KIEFEHA
BAEGRRE, T IAE H R4 A B TFAIHRIT
H ETHERD EFHTXH ETREGANRR
FE. A3#EL 2 CRAX™ FUZE™  Revery™ ., Poly-
AEG"EETRERANBRTE, ARNETRERA
B RFELT RE: OB R ESHATERIERR
EHRMEIE; QERERRANBR T , TERIE
IR A BRI,

R T ERL BRI, AR HEET Crash HIERAF
A ERES C-Rexo ZHEEMEUUT RITEM .
ORAREHFSPITEAREIAMBRBE; OQE M LMK
AR RAHMIER , AR B AR S ;ORI
A EH AR AN @4 37545 5 % 69 % R A H
BA,



FEEB

/

1 TriEfhi
ASCRITIF LI T EF Crash HIIRIRFIH B304
ARG C-Rex, RER BB A SPITIFEA,

GERrEWMAM BRERF P FERRETER.
FEFLATA R A sh A B R A S f IR R

A, RGERMME 1 PR,
[xil.on.c(}e.n }

Path Explore Crash Triage
RAR [ Reproduction I lState Analysm
| Search New Path | Triage
‘ I‘, C]ﬂrlpy
BRI archinfo CRRURREA ] 'l ” |
...lllll. (cachetools |

Bt

FAE ™ CLE .archinfo 11 F 3 # — gk &8 L H
IR ) E 3 A5 BRI 25 (8] 5 Py VEX HETC 4R (LS H5 4
K iEE S VEX, DL E XA R 2844 8 32 £%F ; Claripy
AFERET %, ERE RS AR AWK
%, FEEILATHSPITIIE RS ZH#HBRT
ATk, BMESEERRREMR T Z#H T
£ angr, FTIZFES,C-Rex LB T HRAER AR H
WHE FI AL .

HRERELNE T SREMSPITHEREN
FRFF AT, M B BK AT R M B R I IR B B A 15k
B BT HELINE LR E 24, 15 T RIE
Wi A URRA A AR BIIR . YE RN
B, BN Z B B R A A B —E R b RN
FEAR BRI AR TE AR B R FE SR, i
X EA R RARER S48 B8 B 0 S R R
B, MR IR IUAT, B BT R e RSk
ATEAR 3T H BB AR A T R, IRBUHT 1R o

A F R ) R A R A BRI B ATRHE R
S FFEETRASURE FELBESEH F5E
SATR X E R R TR R AT A AT MR, USSR
IR TR AT R R HE

TR IR R A R TR A 2 BRI A R A, )
FA AR AREEA SRBE AL, 3 FREE
AZFI, & e s P8 ABEEE RN F X,
R F AN ESRNF KBRS Shellcode, T

&1 C-Rex

RASEHZEHH, FERA ret2libc"™ ROPHA , 4 X,
iR FAREA

2 BRHikit5x|

C-Rex TEPATH B, BHAMBEMBETFLFE
WA SR REIIT SRS PITE R K
Wt , EHFHEREFRES 6, B RIGERE, SR
FATH B HOR 7R BN B R Crash ROZEAE b, RE AR
RGEHE , /14 EIP .EBP FHEMRAFFHELEN
i ]R3, % Crash R FIFIPEAE 2058 s B SR ORI L O
RHE RIS H, W ARE S R A IR FHE
A, PATHBIMAE 2 iR,

I Load ]

False

Path Explore

True False
Unconstrained?
True

Crash Trlaging

i

Generate Exploit |

%

&2 C-Rex iR

RGPS R RTS8 QEMU SRR
FFHATIER T R 6 5 sh BT S TR EH
angr WE A TF S HATEIEE, S Crash B S5 H &1
R 23" ME R AR AR, Llélzﬁii(ﬁ?ﬁ*ﬂﬁ!#ﬂi

G Crash B R ATF HMHE FIHAER=
B AR
2.1 CrashB 28 %

Crash J§4238 RPN T E B B RIG I A

#t /5., i Concolic Tracing .Path Explore BIER/MA Y. H
H1, Concolic Tracing 5 % A Bt #£47 & 3L, Path Explore
R E PR IR AR IR R, 08 3 B

(1)Concolic Tracing

Wt QEMU H#ERe A i iR F K SR B EF
MR RERA , ERIRSECN “~nochain” | “~exec” |
“—page” LRIV FHATHAR IR PATE R L B EW
AR . REFMSHITIE angr FIBRRE RN
" “Oppologist” ; “Tracer” 1§ £ K I Sh & F 5

“Tracer

A EH (www.moderncomputer.cn)  2020.05 & @









FLEH

St C-Rex 5 Rex SE R LUFEW , K
ShellphishFF % i TH B 3R R4 Rex, HiRITHIE
TSN CGC 3%, KX B SL v R F LRI
52, ST REEREY 10 XA A ¥ J0vE A i TR A1
BEA, ZARSCHTER H A sR R B 314 LR SE C-Rex 7E
SEE M BTN 10 BOTFIRELA , 3889 BTy A B TR
FIFREAR B RE T C-Rex ML

4 HXIE

2008 4F D. Brumley % A7 IEEE S&P &l b, &
KRG TETAT X WRRERAH A &R E
APEG, HITFiZ R Ets, K rE L hriilida f
BT RFRER, BT ZeWF R AN RIA
0, AR FERIE B 5L, X4 T B HHE; 1
K, WS R B 2% B, (47 B A 46 & HEXufE LA B
SENRIA A S, 5 IR TCC A9 T x50 4 e iR AL
BT —E WM K, APEG BT 4 il AR L
DoS A F , FwiR A HEREA K,

2011 4E CMU B T. Avgerinos 25 A7E NDSS &1 b
BT ETFEE MR A A E S BUTE AEG,
B REEMS A X AR 1 AL FE R B IR A A
BEHRIR IR e I R A, BB AR MR TE
BRI A A AR SRR B T . &7
VR R BRI BRI S, OB K BT g
Xt B IR TR S B PR T i s ) S AR UL E A e Rk b 28
BRI HERS SR EI TR BT, A A R
FEXF R GEER AR

2012 4F Shih-Kun Huang £ AR T HTFREH
AWTEIRFIR B sl M RS CRAX, M T AEG R
FEhE T B AR K BUR B A3 515 B CRAX R A
B13 o M SR BUR TR S S ASE B B8 T A i e
FF RPN, RN RRE EERIE,

8% 3CHK:

St BRI HA T8 B 7 A BRI , BB R AR A
FARF S5 E8m ABIEEIEX,

2018 4 Wei Wu % A7E USENIX £ &2 EEWK
BETHETNZ UAF KRN TRRFH B E R RS
FUZE, %5 R4 A2 AR 5 PUT 358
SRR £ XK UAF TR A sh A R R, @
1% 15 4~ UAF Tl T, FUZE Bsh A iif)
FRF I — e B E LS R B T/
ARt

2018 4F Yan Wang ¥ A7E CCS ZR2SW RN T
Gt of 3 U T B R o 5 R Revery, %5 RIELHLT &
B, %, AR AL B FIAHSE N TR AR R, BESL R 0
SNTEA RE ATEAR R STk B 2K AR E TR
BN JR R T, R B W Fuzzing R B HHAR,
HEEETE SR BB T ER T A AR
BE M8 BRI AL DR ER AR LG AR Ul TR A %
%o RIBLRE S IHEBIRRAAREA, EM
H1, Revery LA 19 4~ CTF ZRHUAREA X HA 9 MRF
B a4 IR R A, 5 AT LA A sk 4k A el R
AU T & B A R
5 &g

ARSCH AT Crash BOWRIRAHT B 3hE BUT S C-
Rex, Z B & Crash BB R IR AHEHE FIH
=T, TEER S, B XT CTF &8 & 10 %I
VR FH RSO Ih A B B 4 4 37 0 Y el A R AR L AERA T
C-Rex BFIB WM, C-Rex KX H angr 15 HAF 5 HA75]
2 H BRI angr BT RGR HF, 15 C-Rex
it KA R ) 2 ¥R 2% |, [RIAT C-Rex T RERRLHY
Tl BR T4 BLAGRR W ), JEANE T B 24 IR 28
U I e} e SRS a2 s 2 0 1

[1IDAPRA. DARPA Cyber Grand Challenge. hitps://github.com/CyberGrandChallenge.

[2]DEFCON. https://www.defcon.org.

[3]SUN Hong-yu, HE Yuan, Wang Jice, et al. Application of Antificial Inteligence Technology in Security Vulnerabilities[J]. Journal of

Communications ,2018,39(8):1-17.

[4]Brumley D., Poosankam P.,Song D., et al. Automatic Patch—Based Exploit Generation is Possible:Techniques and Implications[C]//2008

IEEE Symposium on Security and Privacy(sp 2008). IEEE,2008.

{5]Avgerinos T.,Sang K.C.,Rebert A.,et al. Automatic Exploit Generation[J]. Communications of the ACM ,2014,57(2):74-84.

MR EH (www.moderncomputer.cn)  2020.05 =



FE B

[6]Heelan S. Automatic Generation of Control Flow Hijacking Exploits for Software Vulnerabilities[D]. University of Oxford ,2009.

[7]Cha S.X., Avgerinos T.,Rebert A., et al. Unleashing Mayhem on Binary Code[J],2012.

[8JHuang S.K., Huang M.H., Huang P.Y., et al. CRAX:Software Crash Analysis for Automatic Exploit Generation by Modeling Attacks as

Symbolic Continuations[C]//Software Security and Reliability (SERE ). 2012 IEEE Sixth International Conference on. IEEE,2012.
[9]WU W., CHEN Y., XU J., et al. {FUZE}:Towards Facilitating Exploit Generation for Kernel Use— After—Free Vulnerabilities|C]//27th
USENIX Security Symposium{ USENIX Security 18),2018:781-797.

[10]WANG Y., ZHANG C., XIANG X., et al. Revery:From Proof-of-Concept to Exploitable[C}//Proceedings of the 2018 ACM SIGSAC
Conference on Computer and Communications Security. ACM,2018:1914-1927.

{11JWANG M.,SU P., LI Q., et al. Automatic Polymorphic Exploit Generation for Software Vulnerabilities[C]//International Conference on
Security and Privacy in Communication Systems. Springer International Publishing,2013.

[12]Shoshitaishvili Y., Kruegel C., Vigna G., et al. SOK: (State of ) The Art of War:Offensive Techniques in Binary Analysis[C}//2016 IEEE
Symposium on Security and Privacy (SP). IEEE Computer Society , 2016.

[13]QEMU. hitps://www.qemu.org.

[14]Z3. htips://github.com/Z3Prover/z3.

[15]Designer S. Getting Around Non-Executable Stack (and Fix)(]]. http://ouah.bsdjeunz.org/solarretlibc.html , 1997.

[16]Shacham H. The Geometry of Innocent Flesh on the Bone:Return—Into-Libc Without Function Calls (on the x86)[C]//Proceedings of
the 14th ACM Conference on Computer and Communications Security , 2007:552-561.

[17]GCC. The GNU Compiler Collection. hitp://gcc.gnu.org.

[18]Insomni Hack CTF. https://insomnihack.ch.

[19]Brooks T.N. Survey of Automated Vulnerability Detection and Exploit Generation Techniques in Cyber Reasoning Systems[J],2017.

EEE T

BE(1988-), B, IWARERA B LR A R 7100 it %4 JRFEEE
i (1985-), B, Hlr 2 ML A8 BF5 7 6 815 BaliE

HEIR(1987-), 20, B RK A BRE BT A, WP 0 1) R 2 mdi38ie

AR A 81:2020-02-18 &5 H 1 :2020-02-26

Crash—based Automatic Exploit Generation System
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Abstract:
Vulnerability analysis, automated attack and defense are increasingly urgent for the automatic generation of exploits. Based on the analysis

of existing solutions, combined with dynamic analysis, dynamic symbolic execution and other technologies, a Crash-based automatic exploi-
tation method for C-Rex is proposed. This method can automatically generate exploits that hijack control flow for buffer overflow vulnerabil-
ities. Mainly completes the following tasks: Ddesigning a path search algorithm to reproduce the crash path and mining new crash points;
@analyzing the crash status and triaging the crash; 3 Use code injection or code reuse techniques to generate exploits that hijack control
flow as needed. By testing CTF topics and 10 open source applications, C~Rex was able to successfully generate exploits, proving the effec-
tiveness of the method.
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