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Summary of research on software vulnerability auto exploit
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Abstract; With the complexity of software increasing year by year, software security vulnerability has become
one of the root factors of cyber-security threats. However, it is hard to meet the needs of vulnerability analysis
and exploitation on labor. To analyze and exploit the vulnerabilities automatically in time, researchers have pro-
posed several techniques, some of which can get good results. This paper presents a summary of the recent ad-
vances in four aspects, which include: control flow hijacking vulnerabilities automatic exploitation, heap-orien-
ted vulnerabilities automatic analysis and exploitation, security mechanism automatic countermeasure, and the
comprehensive framework of vulnerability automatic exploitation. Finally, we conclude the tendency of software
vulnerability automatic exploitation to shed lights on potential future directions.

Key words: vulnerability; control flow hijacking; security mechanism; automatic exploitation
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