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Automatic Return— to— dl—resolve Exploit Generation Method Based on Symbolic Execution
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Abstract Return-to-dl-resolve is a general exploit technology to bypass complicated protection mechanism, but the effi-
ciency of manual shell-code’ construction is very low. The thesis studies the core concept of ASLR,NX and Return-to-
dlresolve,and then set up a Return-to-dl-resolve model. The proposed model provides symbolic execution environment
for ELF binary program,and generates exploit by constraint solving. It also inplements a control-flow hijacking exploit
generation system named R2dIAEG. The experiment results show that R2dIAEG generates exploits in acceptable time,
and the exploits can bypass both NX and ASLR.
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