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Abstract

research. It is difficult to perform vulnerability assessment by analyzing the vulnerability manually. This paper analyzed

The rapid growth of the software scale and quantity has brought severe challenges to software security

the principle of buffer overflow and proposed an automatic exploit generation method. The method used symbolic
execution to detect vulnerabilities. To alleviate the state explosion of symbolic execution, we pruned the states according
to the slice of unsafe function calls. For detected vulnerabilities, exploit was automatically generated by constructing
constraint expressions and constraint solving. In the case that there was no enough controllable memory block in the
process, we segmented shellcode to construct the exploit. The experimental results show that the method can detect

vulnerabilities and generate exploit with good applicability automatically.
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/7 TRYE CFG 13207 h T fE B s

5 unsafe_nodes = cfg. get_all_nodes ( unsafe_func_addr)
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/7 BB BT
/7 AR5 5 ik
/7 VNG s BRR AT AR ST TR BOE RSB 5T s

6 simgr. explore (find = target, filter = drop_states_not_in_
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10  while simgr. unconstrained is NULL;
11 simgr. step() /7 TET AT 25
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13 return vul_state
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2 while sym_addrs not NULL;

3 size = 0 /7 BEE ARG KN



%9 4

BRE A THSHATLE P R iE hRA A shieh) A 331
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7 break
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/ /B E AL B A1k
9 size + = 1
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12 return sym_bufs
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5 length + = ins. size
6 else: // T, HHTNAFROAAN, BIET — TR
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11 shellcode = shellcode[ len: ] // MHERC AR EHE
12 sc_segments. append ( shellcode )

13 return sc_segments
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1 for n in range(len(sc_segments) ) :
/7 JINEE AT P A7
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/7 KT N AP EAIR 25N shellcode
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[n])
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/% PYEIP FFAFER{ECA shellcode 2 HRHBHE =+ /
5 vul_state. add_constraints ( vul _state. eip == sym_bufs
[0]. addr)
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dr)
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AR T T T I HTRYSE R
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o | s
PP Uil 24 5
total |slice| angr | AutoExp
Squirrel Mail| CVE2004-0524 | 384 | 30 | 10.61 | 20.87
iwconfig | CVE2003-0947 | 1989 | 54 | 19.68 | 37.73
PSULtils EDBAD-890 |11 026 | 95 |1 920.76| 127.05

22 (AR A e BT e s ], SE RGO
FH | YRR PSSR A AT oA EL A BB B B
FH angr $EATAF5- P 74047 B EER LA I 28] Y5 ¥ 5 17
HFE P S ARYEE B, angr KN Y 3 T 75 B[R] 2
L2 T AutoExp, EARJFEGNE 3 B7R, AutoExp 7ETi
AEFERY BeA 3 CFG TR AL 2R 2 R[], (E 2 Ft Ak B AT
WEGL AT I TGO B A%, DA IT 7E 455 SR T I B A
BRAYIH AN angr Z/0 | HLIHAE R A7t bl 2 0 /b
MR ZE Fe | AutoExp #6 PSUHils Hh i a7 55 B )
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100 |
50
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Squirrel Mail iwconfig PSUtils
B
3 il A DU )Xo b
3.2 imiREFA

NEUE RS H 8l A exploit B93E FHE, LI 4
IR 2P memo F1_F A& 3 Al £ 254700 420, 02X
AP B 2 A 25 bytes 1Y shellcode | FH I, memo

TS 14 17V ] read eRESRIBUH P A S22 011 X buf
o, BT 15 47 strepy PREUEEA title HHE AL 211
BT 3002 b IX i 4 IR, DT 2 5 AR 4T PR A R
BT fune_ptr, A Z I T AT ShHE A RS

/\I&ﬂ—:f o

1 typedef struct memo {

2 char content[22 ] ;

3 time_t time;

4 char title[ 15];

5 int ( * func_ptr) () ;

6 | memorandum;

7 memorandum memo;

8 int message( ) |

9 printf("%s", memo. title) ;
10}

11int main( ) {
12 char buf[ 22 ]

13 memo. func_ptr = message;

14 read(0, buf,
15 strepy ( memo.
16 read(0, buf,
17 strepy ( memo.

18 time( &memo.

19 memo. func_ptr() ;

20§

’

sizeof (buf) ) ;
title, buf) ;

sizeof (buf) ) ;
content, buf) ;

time) ;

B4 28X HIER T memo
SHGEERANHE 3 FiR , AutoExp 1] IHAI 4 N
T, T Mayhem' ™ pi F 2 %5 1 Al 4 U A7 5O I DL 40
shellcode O &L, PRI T 325 1 2 ) memo HH s 11
SER AR, AR SCHT IR T I A XS Mayhem HAT B4
A3 T
*3 WEBHMFALERIL

N BT
(352 il 9 JHa 55 a3
Mayhem | AutoExp
memo N/A strepy N Y
Squirrel Mail | CVE2004-0524 | sprintf Y Y
iwconfig CVE=2003-0947 | strepy Y Y
PSUtils EDB-ID-890 sprintf Y Y

T EAR AT AutoExp H 342 A exploit YR,
TP memo HFAELE content[ 22] Fl title[ 15 ] Wik %2k
T84 1 Rt R o R [ JE 9 shelleode.
AutoExp FIARHE P AEHRAE T 759N shellcode SR HUA [A] i
exploit U7k, WS B SAIRK I 21 bytes
19 shellcode AR, 47 £E A AN shellcode 13
TS 77 Y, B B TS D9 77 38 contemt [ 22 ] HE AL
shellcode 1438 F11

$ xxd shellcode
00000000: 6a0b 5899 5268 2f2f 7368 682f 6269 6¢89 j.X.Rh//shh/bin.
00000010: €331 c9cd 80 ..

$ xxd exploit

00000000: 0101 0101 0101 0101 0101 0101 0101 0101 ................
00000010: 60a0 0408 1001 6a0b 5899 5268 2f2f 7368 ".....j.X.Rh//sh
00000020: 682f 6269 689 331 c¢9cd 8010 h/bin..1....

K5  shellcode 1% ZEAETL
mE 6 Fras, MBEHUK A 25 bytes Y shellcode
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FIATRIR B, BT AEFER] 90 shellcode ) PN AEER
HCFs shellcode 23 BOAFRUTE content [ 22 ] A1 title[ 15 ] H7,
FEHIHES“eb 077 SRR 4B 0] A Bk

$ xxd shellcode
00000000: 31c0 5068 221 7368 6821 6269 6e89 €350 1.Ph//shh/bin..P
00000010: 89¢2 5389 ¢1b0 Obcd 80 LS

$ xxd exploit_segment

00000000: 89e1 b00b ¢d80 0101 0180 0108 0102 0108
00000010: 60a0 0408 0000 31c0 5068 2f2f 7368 682f
00000020: 6269 6e89 €350 89¢2 53eb 0708

*.....1.Ph//shh/
bin..P..S...

K6 shellcode 7B AT
REEIRIRE AR ORI 4 75 2% ) AR Ak U T R
AT A B KN SR B shellcode 1522 exploit
M 71, B S A I

4 % 1iE

ARSOHR A Sh AR 2 6T T g —
P T4 55T B9 28 v X 348t U T B sh AR ok
Z R SR SR D] F s TR A A A T Y
RSB, AR ERS T S, R ES 5 AT
ROR, AEIIAA] B B, 4R s R A 25 o] 2 92 1Y
A NAEH T B shellcode HEFT /3 BEAET, B A B 47
O3 M . S SCSZ I T 8 b IX 3 LR TR R 89 B 3
b, J5 2 T AR AT 3F— 25 0 % Ho At 2 R s TR 19 H sh 1k
FIF, LK A 3h 5% 5 7 5 A0 2 40 v 3 2 04 U 1) 2% fie
BLH

Z % X M
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