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Automatic Exploit Generation System Based on Symbolic Execution
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Abstract: In this paper we present BAEG, a system to automatically look for exploitable bugs in the binary program.
Every bug reported by BAEG is accompanied by the control flow hijacking exploit. The working exploits ensure
robustness that each bug report is security-critical and exploitable. Giving BAEG a vulnerable program and an input
crash, the challenges are: 1) how to replay crash and get the state of crash; 2) how to automatically generate exploit. For
the first challenge, we present a path-guided algorithm, take crash input as symbolic data, and replay crash path. For the
second challenge, we summarize the principles of multiple control-flow hijack and establish the corresponding exploit
generation model. Besides, BAEG can explore deep code especially for invalid symbolic read and symbolic write, which
can help us decide whether there still are exploits at deeper code.

Key words: automatic exploit generation; symbolic execution; path tracing; symbolic memory
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exploit generation), — >3- —FE 2 57 W] A H e i £
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BRI, IXFE, CRAUE T e BT 2 i iR A 6 2 mT R
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A T RUR X FE s .
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HME. AR SCER T X BIP B & 4h, I Xt R 122

EIP [ Gl 7 A, 32 BRI T 5135 1B L.
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T SCIE K 32 0I5t B AR VE R AR A SO B VR R, fE
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e 1) — Bt shellcode. 7= A FR] H 4 N\ B2 /7
BAT, AT FATTIE N shellcode, SEEMEHIA BN Er. H
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U BRE o ELIR
HEE.
> —>
AAFHRAR Shellcode
R R AL 75
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EATIS B AR P e

K1 REHERE

3 RG-S

AT S — A AL R 4 B A A, b
RSN R RN AR IR, A7 17 38 (0 S5 F 3 ik
R I 2R B RS E R T — A N, FRATT
I ERERIX AN AT B2, i R IX AN T35
F 35t 82 R R A N AT 9 B A2 AR A RT RE AR
. R R T BT A B AR, XA R &k

TATHEET angr™F1 qemu® K SLHF S M, 12
), B S BB A R 5 KR, qemu 2 —
A pe T E A, AT LASRAS S N O BARAE I I AR B A 15
B P E S &, angr & — D901 &, 68
%1% mayhem. klee!" "' —FEHITHNSTT SIAT, angr
Fr 21Kk 2524 (x86, arrch64, mips, amd64, arm 25) Al
ipython, Jf H B A @250k A mT 4 e PS50t .

%6, FATHHA qemu SREUH A N BARE 125 &
ANFEAG ) bk, S FRATEE TR E S SR
FARGE ], H2 qemu [ EARAT H TiE AT T ik ik
AR HPMAERIRT S AFEREEER, X
5 R0 AR R O B ). A5 AR T VA R A2
AR TR, 2Tk, AT angr, K5 NEARF
FH, MR AT B R R A HEAE B3 A T A S
PAT AL, IR AR, RIS UERIZ AT IE .
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3.1 BERESREZE

TR T I R, FEW AR B ATIEER
A3 SOREL (B 1 IS 2). B B2 5309 35t 4%
12, SRR e i i HPRAS, 13 BB AR A RAE B NAE
ERIGEZENSH

FE 1R 7 Wy 2 T 42 1E 4T 18 5. Branches
TRy KA, KMET path_group™. path_group 2
angr [ FEHEN, &2 K BAIIT — RGBT ES,
TR 2R R KA RPRES, BN active R TR
MR X4, JE T deadened TR FIIE R B4 X
4. bb_ont FoR Y AT HE ARG S, N 0 FF1E,
trace_sum K7~ qemu AT FE T I 15 21 1) A B 1) 42
54, trace & — MHULEEE S, 105K T B A AT B4
A FEARS bR, FATEMEH qemu ShEHATRE
Fr AN, 19 3| B A PR in ik 2R G trace, 1EW1Z
HIFE 31, qemu Toik R FATTHE LR 7 g A7 3 A5 rh 5
TEAH IS 2., B T0 T 2 FATTR ) A s 28 4 37 1) 7
K. RL, BATE ZIRPATFE T, B N\ SR~ 5
8, fE7r ALk S qemu AH R RIHAT #5428, BT A G
Hor .

HIEL B ATIE R

%I \: constrained_addrs: # 20 IFIHIE, IF BASAZHEALBR
HrH: prev_path: B RM N FTHAT B2
crash_state: 27 i1 it I FRPIRZS
1 branches«—empty /*¥1 451k */
2 while(branches is empty or branches.active is not empty) and bb_cnt <
trace_sum do
3 branches«—getNextBranches() /* 3B 5337 */
4 if reachTheEnd() then /35 3|12 4K 2 */

5 bp«prev_path.state.inspectBP() /*3fi A\ W s, el £
PREN S

6 prev_path.step() /* U [F] 447 */

7 p_block«DbasicBlockOfprev_path()

8 succes«—prev_pathStepForward(lengthOf-
InstNumsOfp_block - 1) /*F ik i i 5l — 2648 2%/

9 crash_state«—prev_pathNextRunSuccessors[0]

10 return prev_path, crash_state

11 all path«branches.active + branches.deadended
12 return all_path[0], None

WITF 4RI, B 70 SO G N2, R BIIA AR KRR
It By SONAS B SR G S A R0 SCR, AT
FE— AR PRECE T OREPAT 70 32, BB
Ir SCRPERFEEY, 55 2 5E R SR HIKT R 11314 21 i
AR (B 5t s A FE AR B, 25 BA AR KR, W44


http://www.c-s-a.org.cn

20174F 55263 55 101

http://www.c-s-a.org.cn

i H AR SN A

AW AL, IR RS S, LR 4 SR AT B 3 35t s T —
KRS, AR IRMUA BUIRAS, SR EE AR, 3 [B] 5P
ITERAR R BOIRAS; & A RIS AE K R, EE Flkid
P W RAE Bk g AR R R BT AR B, 84 3R 8] 24 i i
ITERAE.

SOk 2 FERGR T ARG TR T E AT I 7
3, 9T qemu FHAAT B B — B0 (B A2 3 A T 1)
BN AT B8 12, 5 EEHEAT — R A B H W A B %2
RO (FF5H1E) I3)1E. path_group /&£ &AM
G FIRESRI R Y HT 1) #8412 curPath I, BE i
R BAYL bb_cnt 8, AT H 172 1 24150 2% 42 1
1k current_addr F1 gemu 3RAFHFEA L HAL trace[bb _cnt]
FHIR], SRR AF 5 BRAT I 3 1), BN Ab P I R K B
FE I RIL B2 A (deadended)  F KT 24 B ELAKR AT
BAFFSHAT AR G — 3 EERBM RS T,
LR Ak 3 ek Hopl X oM O, 2 X e B S,
TRUE TSR & rh WA — SR BRI AR

24 if crash_mode is True then

25 tpg—tpg.stash (from="‘acitve’, to="crashed’)
26 return tpg

27 else

28 if tpg.active is empty then

29 path_group«—tpg

30 return path_group

31 path_group«—prunePathGroup(path_group)
32 return path_group

L2 7 SR

HIN: trace: FEAHLHNEE S
path_group: ¥l X LS
Hith: path_group: ¥z FREHATHI > LIS
1 while size(path_group.active) == 1 do
2 curPath«path_group.active[0]/* 3K E 4 11 5 Z2 AL HI [ #% 15 */
3 bb_cnt—updateBb_cnt(bb_cnt) /5 Hbb_cnt, 18 ] T —A> 5 %
Ak HRFR S A et/
4 if bb_cnt >= trace_sum then /*1% 2| E{ 12 K */
5 return path_group
6 if curPath == trace[bb_cnt] then
7 bb_cnt—bb _cnt+ 1
8 else if isSysCallHappen() then
9

pass /* KA RGU T/
10 else if curPathJumpkindlIsljk_Sys then
11 bb_cnt—bb_cnt + 1
12 else if isLibraryCallorSimproceders() then
13 if current_addIsNotRecordInR_plt() then
14 bb_cnt—bb_cnt +2
15 else if isCurPathHooked() then
16 while current_addr # trace[bb_cnt] and bb_cnt < trace_sum
then
17 bb_cnte—bb_cnt + 1 /* 43 bR 0kl HE L ) 175 1 x/
18 else
19 TracerMisfollowError

20 bb_max_bytes«—getBlockMaxSize(trace, bb_cnt)
21 path_group«—path_group.step(size= bb_max_bytes)
22 if bb_cnt >= trace_sum then

23 tpg«—path_group.step()

FVEPAT I FE b, AL ERGUF AT BRI
BEAUFE A . BREE R A Z A SO i, SRS
F& 7 R AT AT, [R5 10 SfAH BL 38 4T 5 B ALY R A5
B, AR 0 SO B R % 1.

MEVE 1 RIEE 2 BT SRR R, A4S 3
PR OIRES, [F)B A8 58 BT R 5 B RIS AT S
SIUSCEE. W AR IR EUR I, R B HRAT BR A%

3.2 AJFAMHIE
32.1 FraittaA1Rer

EIP ZF 8 A IE N — SR AT I i 2 i ik,
i EIP 25 4745 B o] LSt 42wl sh R i 5 — 2.
R, FERE R AT I AR o, EIP 25 17 28 DR 2 W il 2 &
XA RIS A (s ) B R I — AN TR 8T 5L
JiiE a2 feoR, SAG IR BIP 4 F i N B0 7 o
i, A R .

X} EIP H1 EBP ks 2 43 WA, —Fhag 2 95
B, 5 4b—Fh& & FF 58, #0755 8 11 A2 T
EIP #8701 9 7554k, 5 1 BIP [F{E A 0x12345678,
BEMIX HA — AT A, R 0x78 $AF 5E
B, AR NS E, (H T 2 B E.

4 N\ / N

| I
| I
I
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) I

)@« o)

! I
o |
By | | EIP/EBPEELL | |
|
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"

o J
A Bl B
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K2 EIP #if& ek, A Ak

—
AR

#fi \shellcode

322 FFeEHAE

B 12 EIP BB 2 4, BN i FR £t mT DA (A 422
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HNIEROR BN (B 5 b WO RS 18), B # ] AAAAAAAAAAAAAAAAA| |AAAAAAAAAAAAAAAAA
B 5 AR H AR L A BIUREE, Wk Bk A GOT AAAAAAAAAAAAAA | | . AAAAAAAAAAAAAA

N I HhEEE, A7 TR R T EIP 394745
F B PRa] BE R AL — RSO, T 3 PR, — A

off-by-one % VB £ B R EBP BB MK A A7 (LSB), I
AN A 2 BB SuR Bk, H2FF 5484w
PATAIH2 ()35 9% EIP F B0 FE 7 AT i B s

1. #include <stdio.h>

2. int cpy(char *input)

3.4

4. char buf[256];

5. strepy(bufiinput);

6.}

7. int main(int argc, char *argv[])

8. ¢

9. if(strlen(argv[1]) > 256){

10. printf(“bufferoverflowattempt!!\n”);

11. return 1;

12. }

13.  cpy(argv[1]);
14. }

K3 off-by-one R IFEFF

LIRATHIN 256 A HI 55 AR B =45 J 16,
PR Ml . B 4 22 DR IF R stropy 2 il B
IR L. 2 FRATTIAH strepy 2 5, EBP FAE #5543
15 9%, FRP AN IE S AT, SR AR it sl i 4 4 KA
. TR NRILGE 2 H—47 null(0x0), T LA EBP (151K
TR, ERREFPAT R, AR
bR B IE R K i &l (frame pointer), T A2 4 B A 11524
I R . RS SUS MR o 8 TR ATk B AR
FEA N buf i, SR 5 AT BALE buf o8 32 BT AR
i, A& 50 & R (4 5 A B . EBP AR [
DRI, 6 45 R BR 0 BT, JRATTAT DA AT R 3 (] 3
bk, SIS AR

B 7755 5 5 NS sk A, 3B — Rl R
R B 5 NS Hu bk, 755 5 N BERT BLik 3R
T — X AT IR R, DR R IRZ AR,

T 7 A5 BARSORE 5 ARSI LT, X e gk 2k
AT, BB, AT 7 ZER A 5 N HIRF 5 bk i ) S BT
B NAEIX . B 3 Rk T SRS WA BUR IS AR,
. violating_action o il 5t & AE I BN, BuAb N FF
SEHNIE.
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Saved Frame Pointer (EBP)

Saved Frame Pointer (EBP)

Saved return address (EIP) Saved return address (EIP)

Cpy() arguments Cpy() arguments
Data Data
Data Data

> Saved return address (EIP) Saved return address (EIP)

Argument 1 Argument 1

i 5

Kl 4 A strepy A JE HemiE i

i 4 T

B3 RERMAERE

4 \: crash_state: F£/7 i RS

ith: new_state: R EETE I it 5 HT AT IRES

1 min_write«—min(violating_action.addr) /*3E:N1E 118 /INF 5 Hutik:
*/

2 max_write«—max(violating_action.addr)

3 segs«—allWritableSegmentsOfEIfObjects()

4 segs«filterBetween(min_addr, max_addr) /*3E7Lah{E Al LL7E o5 A B
*/

5 wirte_addr«—empty 6 constraint«—empty

6 foreach seg in segs do

7 foreach page in range(seg.min_addr, seg.max_addr, 0x1000) do

8 write_addr = page

9 constraint = violating_action.addr == page

10 if crash_state.satisfiable( violating_action.addr == page)
then

11 break

12 constraint«—empty

13 if constraint is empty then

14 CannotExploitError

15 crash_state.add constraint(constraint)

16 new_state«—createNewCrashObjectStartingHere(crash_state)
17 return new_state

TERAEFE S S HAE 200, JATIEL AR AR T 5 B
AT BRI S Nk, FRATTRE I T I RSN k2
AR BN G LS N L, ¥ 2 AL 45 20 R fif
28, AIWHER I S5 N bk 2 BT, — HAR B FEA AT
15 N L, FRATHNG 16 B 35t I S 45 1 S O\ Hh ik
Fa 1z AT AT Huhik, A TIR Z IR ARRE AR R
323 fTiRiE

5555 5 5 AR AR B 2 A S SRR RR T
B PR 755 5 B VR AT B BB A, 3 02— LSRR R
TRIRZEAL, BATAT AAE LS a4k 4 b FR P AT
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i H AR SN A

PATRs T B0 e A ot ) TG RS B ik, 2R 4 R)
TN BN AR X, XA R A 2 H P N5 )
(), B AR A ROE FE A . 5 4 H5R 7R o Rk
Ht bt e A7 214 RN A7 L2, violating_action R/NFE
F¥ 5t I BT B, AL s A

Hika, REATRE

Hi\: symbolic_mem: FH PRI FIFF5 P AE, J& DAtk o, K
EFSLERIES

Hith: new_state: F41EETE It 55 5 BT BT IR FS

1 largest_regions<—sorted(symblic_mem) /*£F 5 P 77 I K /INHEF*/
2 min_read«—crash_state.se.min(violating_action.addr) /*JEE3 1 1) i
INFES Lk

3 max_read<—crash_state.se.max(violating_action.addr) /*=Ey:E/E (1
KA Hiik*/

4 largest_regions«filter(larget_regions, min_read, max_read) /*id JiE#5
ANAI R bk */

5 min_addrget min_addr() /*F2 7 [13Z 5k s Hh ik */

6 max_add<«—get max_addr()

7 pages<range(min_addr, max_addr, 0x1000) /*43 T */

8 pages«filter(pages, min_addr, max_addr) /*ixt JEFE AN AT 152 1) T */
PIAE, FATFB) T EVE IR X dk*/

9 foreach addr in lagrset_regions + pages do

10 constraint«—violating_action.addr == addr

11 if crash_state.se.satisfiable(extra_constraints=constraint) then
PR A

12 break

13 constraint«—empty

14 if constraint is empty then

15 UnableToFindSuitableReadAdressWarning

16 crash_state.add constraints(constraint)

17 new_state«<—createNewCrashObjectStartingHere(crash_state)
18 return new_state

5555 518 AE 1) AL BRARL, H AN A 15 B ik
8 AR RS AR, AR, BT B S EGE 2
FH P N A28 1 B PN A7 R A 5 428 ) ) AL A7 AN 3 4
FH P 4 N H28 11 B0 N A AR SN T 5 A0 B B (s A b i,
T e 428 1) 1) N A D9 B> kol R e 1) 32 4 k2 1)
IS X P AR AT B, — B e AN A
AL AL, e SR 2 R (HhhE 29 50), MR ¥R R 4k 4k
PAT, TRRIRZ RIS, HeAb, 83t 775 5 8 AR SR
(R EHE W ARy — AP 755 5 3t , AR FRANT AN R e
LA A, (H R FRAT AT Dhds 8 e B — B N A7
324 Frotg 5T B R

6 Al 745 R IR TR — P WL R, 38 A
A BB R A =4, B1U0: printf 8034 syslog 4. Bili
] DU R O ) — BB 4 R e i Ak

BRIA, TA BRI HE BT R S A R ki H .

SR R AE AR 55 Bt . MR FPIE R — AN
B A AR BRI, 2 § 8O Y 2 b B AS FR A AR
printf(userName) I, 5 7] DLAGA — Boig A+ 7F
B R R WA IE, B AR P R I — AN R
bk N2, SO B A A B an Beh F N — B
T B %% %5 %5 %5 Y08 %osYos Yos%s Yes”, X B 4 T 7
FH) i B 777 8B 15 printf(userName) 75 8 #1047 i 28
A printf(“%os%s%s%s%s %5 %s%os %sYos %8 %s%s ™), £
AR Y%s 22 f printf() MR 13 H — AN E /= Sy ik,
SRJGFTED H iz bk 8 ] 1 A 2%, BB B — 2 24
(NULL 28 0). 4 printf() & 2| —AHEiEHubER, #ia 3
R i k.

A% AL A5 H BRI BB L e LA ST, R R Gt
ETIN S T A FH ] R kg 200 B printf. %8
TEXT AR AR B ER R v, WLER printf B 5 4%
H, 885, I printf o i A7 55 B2 S TS
Ju SR R R Y R g 45 R, FRATI & 2 57
174% RSIARAEE TR 1) printf B3] EI 745 5 (b, BL
RZT R a, RFE— DA P MR TR 2
AL TR e R
3.3 FIAER
331 Frolfrak

9T AE N AE 2 (R R B0 S 1) 7 5 20, AR
B A FH P A N BB 4 P A A DR T A o)
[ PN A7 DX 3R] RS 43 1 1), AT RE RIS, (RN TESE
G 3 SR AT FITING, 23 29 o N ) e — AN Bl — Ly
NERAE. BATHTE B — R LK RS A A X,
FHAF TR FATH shellcode, i% shellcode 7] LA FE
BRFEPAT shell fr 4. 595 5 fid 7 F A5 A 0]
ACiE ik K RN,

BVES. FHAFXI

Hi\: user writes: I I, TR T

Bt : segments: HUHERITR /AN EAE X IS
1 segments<—{} /*¥J4HIL*/

2 user_writes<—sorted(user_writes)

3 if size(user_writes) == 0 then

4 return segments

S cur_start = user_writes[0]

6 cur_end = cur_start + 1

7 foreach write in user_writes then

8 write_start«—write

9 write_len«—1
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10 if cur_start > cur_end then

11 segments[cur_start]«—cur_end - cur_start

12 cur_starte—write_start

13 cur_end«—write_start + write_len

14 else

15 cur_end«—max(cur_end, write_start + write len)

16 segments[cur_start] = cur_end - cur_start
17 return segments

3.3.2  JEA shellcode

e E— SRR 5 NAEG, FRATT 75 EE0h e R L 1F
5 WAE ] LU ISRATT I shellcode. X T 1) 1455 P 77,
BATHME X — DN ARG IRERT T N LR
ANFATH shellcode b JREASF 4T ——XF R HAHSE. T
—3%, 4 shellcode LR G MBRARLIR — AL 14
L) AR AR 2% clarify ™ AT R MR, 59k 6 fiiik T IX A

$32:6. 7 Ashellcode

i\ symbolic_mem: FH i N4 B9 5 A7
crash_state: F£7 B I50IRES
S : addr: v N\ Ifshellcode 2 4 bk
1 shellcode«—selfDefinedShellcode()
2 min_addr«get_min_addr() /*F2 /7 12 45 Ak Huhik+/
3 max_addr«—get_max_addr()
4 foreach addr in symbolic_mem do
5 if addr >= min_addr and addr < max_addr then
6 sc_bvveBitVector(shellcode) /*14i&shellcode M+ 5 {H*/
7 memory«load(addr, len(shellcode)) /*##shellcode 5 N5 P
17*/

8 if crash_state.satisfiable(memory == sc_bvv, crash_state.ip ==
addr) then /*ZJH K fif*/

9 crash_state.add_constraint(memory == sc_bvv) /**/

10 crash_state.add constraint(crash_state.ip == addr) /*eip$g
jshellcodef 4517 B */

11 writeExploitInputToFile()

12 break

4%, shellcode HIHCIGHT &, P& EIP F8IRIHIAL B
WA E TR, LR R A% 23 3R R B AT 20 R AR R
FIH.

3.3.3  HAhRI SRR

1) 1% 5] P2 Bk 3 3R (8] P of e ey — S T 22 i
X i H A, CHERR A 1) 0R B b4 B 4R ) — % tR 4
(R Hbdk, I HHERR 1) — 800 478 o5 LR L 28 X e
VEXu 2 8 A BRSO G 7R NS A 2R .
R B 7 ST LGt 27 1 W @ X R, NI4T
N (1) 26 BR S A BT DA R AT 1.
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KRG, AT THKE] system B HL, R JEH
“/bin/sh™ B A BIFF 5 WA, TG — R EO A, ik H
FRFEFE BT system(“/bin/sh™), SEIRIEHIT .

2) Bk B A7 Ay Hbohk = R AT R BE AL AL
(ASLR) {753 [ 2 o 0 Br e A2 19 JL-F- AN ] Re, BN BT
A R E Y AE IR 2 BE AL . {8 ] NOP 78 th 17 7]
PAGeit ASLR, (HIXFi - AN A& ATAT IR FRA P shellcode
1) b 1k A7 T 2 A7 28, I Bk A ) B A7 AR R SL B R
TEIRI A . be i ESP 35 A7 2%, 24— /N eR0R [FIRY
IR [A] b Bk 2 Bl 3 kR, BSP S A7 25K 4R 1 R — AN iR A
bk 2 J5 kR 2 18], FATTRT LK shellcode 4 A\ 213 [7]
itk J5, I HAS A ESP /E AR, tnRAFAEFE 2 5mp
Y%esp”, A4 vl AP~ —Ageid ASLR BRI, “jmp
Yoesp” ) 2k 4w iy Oxffed.

K RGN Oxffed 1l N BIFF5 NAEAL, G0 R 4H ANk
W, 2R T I 1 “jmp Y%esp”, SRS K eip 48 7 ¥
4jmp %esp”, I HAE esp Frig IR L4f A shellcode,
MY FORRAR R AR TS5 EH L AR hE 23R
BRI, =R,

4 SEE RN Hr

PR RAGES 7k 1 IRATH LI 45 1. JA1E 5%
ISR IR, AR5 A RA T S5 45 R DL A .

1) SRR FAEE. A8 S S0 AT B H] EHLAL 3 25
A Intel Core 17-4770 3.4 GHz, 2 GB W17, R4 N
ubuntu 16.04 64 £i7. MRFEFAH gee 5.4.0 FaiF. ASL
56 B D 0 4 P 457 948 0 Ve A A8 S DT s A, 4
AT LM BT i) 75 iR A linux /Y time
4, JE B AR BN — A

2) Sge AR gh B FRATE LI 1 11 5K IR 1)
TR BT, A 18 SO A A Il 4] 2k 5§ CVE
(common vulnerabilities and exposures). OSVDB (open
source vulnerability database) Fil EDB(exploit-DB).
F1REE T RN RIS R, 5B — 55 5 KR
R 22 FRFINT BRI RRAR ; 55 =412 Il S8 8L 5 DU 51 2 7
A= M T B FE IS T8 565 T30 373X e I SR A At

%1 H T 15 AR E AEG B4R
i) 3 Ak H MAYHEM MR EE; 5 3 AR RA
UM I LA A, X 2e I A 8 LA
AEG fl MAYHEM .
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i H AR SN A

#1 BAEG ERFIHE

T A
iwconfig 26

AR FER () 4k
CVE-2003-0947
CVE-2001-1413

Stack overflow 1.8
nCompress 4.2.4  Stack overflow 9.8

Htget 0.93  Stack overflow 10.4 N/A
Glftpd 1.24  Stack overflow 3.6 CVE-2004-1418
exim 441  Stack overflow 10.2 EDB-ID-796
Htpasswd 1.3.31 Stack overflow 34 OSVDB-ID-1637
PSUtils 1.17  Stack overflow 423 EDB-ID-890
Tipxd 1.1.1  Format string N/A OSVDB-ID-12346

CVE-2009-5018
CVE-2010-2930
EDB-ID-17611

Gif2png  2.5.3  Stack overflow 32
Hsolink 1.0.118 Stack overflow 4.8
Unrar 3.9.3 Stack overflow 16.5

HHH htget & AEG KILH zero-day IR, tipxd 72
KA P s A A R I IR AR A,
R R X AN A 1 b A8 SRR T AEG A
MAYHEM #RM B 1) 514 4, &k 1 gif2png.
hsolink Al unrar, JF H IS4 A A, 1X2& AEG
MAYHEM #R¥&A .

% 2 Won T BAEG f1 AEG LL &k MAYHEM 7 %
DA B A — R M B TR X L AE ARV E R 2, R
oh R s R SRR R a0 AEG JF
A htpasswd.

22 PR A R ) B

g AEGHERS(47) MAYHEMAEH (7)) BAEGHEH(F))

iwconfig 1.5 2 1.8
nCompress 12.3 11 9.8
Htget 57.2 7 10.4
Glftpd 23 4 2.6
exim 33.8 - 10.2
Htpasswd - 4 43
PSUtils - 46 423

B 5 & — AN Ee B ELDW AR B, 3% A #00
B, FATX AT EE. B4, MAYHEM 3% 48 1534,
exim, A8 4 exim 7EFERT X ELEE R AEG F1 BAEG.

80
60 —

40 —
20
) e [ [l o || W
& o > & D S
S 6&& 2 %&\Q & & >

O%)1 EMAYHEM M BAEG

5 MAYHEM H! BAEG I [a] %} Eb &

3) IR SUR T, A 2 R 5 KX AT DU

i, MAYHEM £l AEG e AbER 9K 2 Kol i, A7k
AEALTE, YW1 R Y BAEG SLATSEFITE. UESH, BAEG 7
FUHF=Afkems EAFEE T AEG; /N8 T MAYHEM,
XJEH T MAYHEM OGN\ B FUAL R, (645
MAYHEM £ # 53 CA MAEFERS Bb. SRR,
BATH RS BAEG B 15 ESE, 203 EAR 2 ]
WL,

5 MXTAE

D.Brumley 5 N R$EH T 2T Zf il 4h T HLAL
HIIR IR AR B 304 0 v APEGP. APEG @ it Z13k 4h
TRE AR N A e A AR E R R B R A B, R A
FAJ R AN 2 To Y0 2% AR I B0 i N R = AE R . APEG
(= BR AR BILAE PR AN 5 TR 1 %, % VR TC IR A EAN T
T2 7 AN o a3 BRI 155 V0 JFC ok, DA S R 28R
K&, APEG 4t R FH 28 8K 2 Ja 196 48 il %5 2 s,
T i1 i L AR B B FF. BAEG 32 B2 7= A #5 l
PRI, 3 BAMKIRE P4 T

Heelan™ 1 YA H 3 - 338 i 0 4% 1 97 30 35 R
H B A T 15 %07 YRR R RS AT RS A iR ok
7 A fid U IR PR 240 TR A% A, S R R I S AR 2
EIP fAME A2 75 975 s B4 /K s Heelan 177 72 A EAT]
[ AR AL, #BA2 DL I AN AR RS2 50 4, (R FRAT
B T AW EIP #4555 040, & HIW 1 77 5 3555
5 RS B0, AN, BAEG X it B AR T 2 AR
T HEATIR R, WS R BAFEER .

T.Avgerinos 5 N X2t 1 —F0G )R B 30
FEURFOR 72 A 779 ARG, Bk 5 2 R P 72 A i R A
ARG AN 52 BR T g B 2% IS AT I SR 5552 . BAEG 4
TR RIRR AT S, dE VS L Tz

S.K.Cha 25 A& 3T — 301 F% 3 i I IR A1
A4 713 Mayhem!™, & AEG JEH— M. AL
ZACAE T RSEIL T H 5 R GURN FE R B RS, Ak, B
A IR IR AR 25 6] . BAEG WA AR IG5 I, & TR
5 B — AR AR B AT

e

EARRCH, FAFET angr A1 qgemu SEZ8L T —A
TR RIRR IR R AR R S BAEG. N T RS A
EHRENRE, TATUE W 775 0 Fa 2 R4 R 5 0L, 1t
Ah, 0T Be s (R AR s R B R I 2y, Bl 5 S
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A

PE 5 B AR, BATHRAR 4T, FATH I 58 g2

T B, FE TR R R R AR AR AT 5E Ak
TR B i, % shellcode J8 A E H F A
o AERR T Bk AT IRATTHY shellcode, SEILAE il i H4F.
X1 BAEG & 2 1 H) FH IR, #0501 Bl 5 ek 8L 0% 4 FH
N, G LR RO, BATHIE BAEG X1 515 L
N R IR £ AR AT AT .

—_
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