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Exploitable inference based on space-time analysis of pointers

Peng Jianshan Wang Qingxian Ouyang Yongji
( State Key Laboratory of Mathematics Engineering & Advanced Computing PLA Information Engineering University Zhengzhou 450002 China)

Abstract: Whether exception can be exploitable is important to evaluate threaten level of vulnerability. There are some prob—
lems in the current automation exploitable inference methods for binary program: lack of exploiting model or less depth and
precision in analysis. These problems result in a high rate of false positives and false negatives. To reduce searching range in
memory and improve the exploitable rate this paper researched local effectiveness of space—time of multiple pointers used the
independent controllable data to construct the path from the exception instruction to a jump instruction. The test results show
that this method is applicable to the stack overflow heap overflow and integer overflow caused by the return address and func—
tion pointer rewriting. Its accuracy and time performance are better than similar tools.
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