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Automatically exploiting system of
kernel privilege escalation vulnerabilities based on imitating attack

LI Xiaoqi LIU Qixu ZHANG Yugqing

( National Computer Network Intrusion Protection Center University of Chinese Academy of Sciences Beijing 101408 China)

Abstract This paper focuses on the Linux kerneldevel privilege escalation vulnerabilities. Based
on vulnerability detection thoughts of imitating attack we design and develop an automated privilege
escalation vulnerabilities exploiting system KernelPET. It reveals the typical process of exploiting
privilege escalation vulnerabilities and provides support to vulnerabilities defense. KernelPET is
developed with today’s mainstream vulnerability databases: exploit-db securityfocus etc. We test
nearly one hundred of privilege escalation vulnerabilities by simulated attack select 30 classic Linux
kernel privilege escalation vulnerabilities and load them into KernelPET exploiting code libraries.
The system is tested on different cores and releases of the Linux platform. Experimental results show
that KernelPET runs in multi-class releases of Linux system with good results.

Key words Linux kernel; privilege escalation vulnerabilities; exploits; system security

* (61272481 61303239) . (4122089) ( 2012 1424)
T E-mail: ¢su2009@ 163. com



3 : 385

" 2005—2014 2) Metasploit *
( 1?) KernelPET
45% 12%
;3)
( 27%) Nmap ° + Nessus °
Linux KernelPET
Linux
“« »
Linux Android AT g
3
user
root
Linux
Linux
1)
KernelPET Linux 1
; Fig.1 Statistical analysis of vulnerability types
1200 ¢+
KBS PR
1000 |
L SR
800 \
so0 | AP sy
\%ﬁkj‘dﬁlﬁﬁﬂﬁl—\\\ ‘
400 | gﬁx%\@m)ﬁ B{Ea?ééé}i&%ﬁﬁﬁ
SRR \ A\
200 | RSN ‘J‘-“'
0
20114 F  20124E 1k 20124FF 20134k 20134FEF 20144k
2
Fig.2 Statistical analysis of vulnerability quantity
Linux
1
1.1
Linux o . uid
. . Linux ’
Linux i
7 9 .
° . Linux ;
Linux kernel www. kernel. org ;

(C)1994-2019 China Academic Journal Electronic Publishing House. All rights reserved.  http://www.cnki.net



386

32

1.2 Metasploit
Metasploit

Black Hat

. Metasploit

10

Metasploit

exploit

1.3

exploit-db

1

. exploit-db
EDB

Metasploit

Metasploit

CVE

. exploit-db

Table 1 Vulnerability databases involved in this paper

exploit-db

security

securityfocus

freebuf

WWW. nipc. org. cn
www. exploit-db. com
www. cnnvd. org. cn

www. security—database. com
www. securityfocus. com
www. nsfocus. net/vulndb
www. freebuf. com
web. nvd. nist. gov

www. cnvd. org. cn

2 KernelPET
2.1

FINT ARG R

v

IR exploit

20

Check (uid =rooti
d)==true?

MUt T

3

Fig. 3 Process of imitating attack thought

Process process;

process = Runtime.

( ‘“whoami”); //

2.2

4

KernelExecshell . Kernel PETView.

InputStreamReader ir = new

InputStreamReader(

process. getlnputStream() ) ; //

LineNumberReader input = new

LineNumberReader( ir) ; //

String su = input. readline( ) ;

getRuntime (

int num =jComboBox. getltemCount( ) ;

for (inti=1; i < num; i+ +) {

JjComboBox. setSelectedIndex( 1) ;

jButton. doClick() ; //
if (su. equal{ ‘root”)) {

break; // 1}

KernelPET MVC

exploit

).

exec

KernelPETController. ExploitSrc

e KernelPETController



3 387
. ExploitTest GUI JavaSwing
exploit .
exploit . ExportEpinfo 4 . Exploit
30 exploit
N . InstantRoot code exploit
exploit code
root/user shell. ReportTopdf KernelPET
shell exploit
uid
RootShell
e ExploitSrc exploit Linux Shell
code
e KernelExecshell Linux Shell 0S N uid N
® Kernel PETView Form
r———-——-——-—-— =" 1
@:7/ R exploit B

BIMTOSK FITBIRA N4 Auid I TR

| LinuxShell 25 F 884038

| mmmssnpes

K [ERootShell -

e e e e

Fig.4 Diagram of overall function of the system

2.3 KernelPET
1) KernelPET GUI
GUI

JavaSwing

GUI. Panel . ToolBar. MenuBar.
Menultem- TextField . TextArea TextPane

. GUI ;
] Label .
ToolBar. Button.
°
Item [tem.

CVE/EDB Item-

[tem-.

TextArea.

Item-

[tem-

Linux shell
shell



388

32
code
Exploit code g ]
TR R — RS
@ IR R R O 7] SRR
@ Bl OB
RoorShell ERUMEE| | MEGRMM | | SeAURELRB .
@ user Zshell PRI QOSHKT @ FA%MRA
@ root Zishell FFRES || || @%&ueEEmT root
shell
5 root shell
Fig. 5 Module functional organization
2)
exploit
code
6
Label . ToolBar- Button. Java iText
ToolBar CVE/EDB KernelPET
exploit CVE
exploit-db . PdfWriter 10
PDF
3) RootShell PDF
RootShell
RootShell
root shell N Linux
shell . KernelPET . Ubuntu+ Redhat. Fedora
CentOS. OpenSUSE Linux.
root shell Ubuntu
4) 2
2 KernelPET
Table 2 Cross-platform test of KernelPET
root
1 Ubuntu9. 04 + Kernel2. 6. 28 v
N 2 Ubuntul3. 04 + Kernel3. 8. 0
N N 3 UbuntulO. 10 + Kernel2. 6. 35 v
4 Ubuntul2. 10 + Kernel3. 2. 28 v
5 Redhat5 + Kernel2. 6. 18 v
6 Fedoral6 + Kernel3. 1. 0 v
3 KernelPET edora0 w Reme
7 Cent0S5. 6 + Kernel2. 6. 38 v
3.1 8 OpenSUSEI2. 1 + Kemel3. 1. 0 v

exploit




3 389
<3 Applications Places _System an@ FriMay 17, 12:01 AM - & s
5 MyEclipse Swing/Matisse - Tisren T Enterprise Workbench
e — e
3.. . ':. 'ﬂi:;':.".‘.["ﬁ‘fx' Privilege Escalation Repart
e
shawribubuntu:“rWorkspaces/Hufclipse 10/KernelPETS Il
OSEdition:
Currentuser:
Otherinfo:
‘ e
6
Fig. 6 Effects of automatical privilege escalation
3.2 KernelPET
KernelPET Linux
Linux VMware Workstation 10. 0
Ubuntu
Ubuntu5. 10 Ubuntul4. 04.
32 64 .
Ubuntu CentOS. Fedora-
1) OpenSUSE. Red Hat. Ubutnukylin
Linux 27
Linux . 3
«C )
Table 3 List of successfully detected vulnerabilities (in part)
root
1 Ubuntu9. 10 CVE20104258 Linux v
2 Ubuntud. 04 CVE2009-2692 sock_sendpage( ) v
3 Red Hat Server5. 0 CVE=2009-3547 pipe. ¢ v
4 UbuntulO. 04 CVE-2012-0056 /proc/ § pid/mem v
5 Ubuntul0. 10 EDB-5916 CAP_SYS_ADMIN v
6 Ubuntul2. 10 CVE20134763 Linux v
7 Ubuntul3. 04 CVE=20114485 v
8 Fedoral6 CVE2012-6809 v
9 Cent0S6. 3 CVE20132094 v
2) CVE2010-4258 access_ok( )
@ BUG()
Linux do_exit( )
set_fs( ) . clear_child_tid()
access_ok
1 Linux
access_ ok put_user( 0 sk — > clear_child_tid)
get_fs()  set_fs() get_fs() = = KERNEL_DS



390

32

(@Kernel PET

CentOS Econet

*  Failed to open file descriptors
Econet Ubuntu9. 10
RootShell

*  Resolving kernel addresses***
+  Resolved econet_ops to 020883360
+  Resolved commit_creds to 0xc01626560
+  Resolved prepare_kernel_cred to 0xc01628b0
*  Calculating target*--
*

Triggering payload

*  Got root!

4 CVE-2010-4258

4
Table 4 Affected system and program repair

Kernel < =2.6.37 Econet Linux
Econet
Linux
Linux
Linux
Linux
exploi
ploit 30
KernelPET.

11

12

13

14

15

17

18

19

20

J. 2011 7:4-6.

R

2013 2014-07-23
research/4_6. html.
Chen H G Mao Y D Wang X et al. Linux kernel

. http: // www. nsfocus. com. cn/4 _

vulnerabilities: State-of-the-art defenses and open problems
C . Proceedings of the Second Asia-Pacific Workshop on
Systems ACM 2011.
HD M Spoon M James L et al. Metasploit CP/OL . 2014
20140723 . http: // www. metasploit. com.
Gordon L. Nmap CP/OL . 2014 2014-6723 http: //
nmap. org.
Renaud D Ron G. Nessus CP/OL . 2014 2014-07-23
http: // www. tenable. com/products/nessus.
Nimbalkar R Patel P Meshram B. Advanced linux security
J . Editorial Board 2013 2(3) :742.
Treaster M Koenig G A Meng X et al. Detection of privilege
escalation for linux cluster security C . Proceedings of the
6th LCI International Conference on Linux Clusters. 2005.
Provos Markus F Peter H et al. Preventing privilege
escalation C . Proceedings of the 12th USENIX Security
Symposium 2003.
O” Gorman J Kearns D Aharoni M. Metasploit: The
Penetration Tester’s Guide M . San Francisco: No Starch
Press 2011.
DB/
OL .2014 2014-0723 . http: // www. nipc. org. cn/.
Offensive Security Team. Exploit database DB/OL . 2014
20149723 . http: // www. exploit-db. com.
DB/
OL .2014 20140723 . http: // www. cnnvd. org. cn.
Security-Database Company. Security vulnerability database
DB/OL . 2014 20149723 . http: // www. security—
database. com.
Symantec Company. Securityfocus vulnerability database DB/
OL . 2014 20140723
com/bid.

. http: // www. securityfocus.

DB/OL .2014 20140723 .
http: // www. nsfocus. net/vulndb.
Freebuf Team. Freebuf EB/OL .2014 2014-07-
23 . http: // www. freebuf. com.

National Institute of Standards and Technology. American

national vulnerability database DB/OL . 2014 2014-07-
23 . http: // web. nvd. nist. gov.

DB/OL .2014 20140723 . hup: //
www. cnvd. org. cn.
Cobb C Cobb S Kabay M et al. Penetrating computer systems
and networks M . Computer Security Handbook 2012.



